How to Protect Yourself Online From Hackers,
Cyberstalkers and Identity Theft

Hacki ng, spam nmalware, viruses and identity theft are
of concern to anyone who spends any significant anount
of time online. This describes many mllions of people,
nost likely including you, if you' re reading this!

|dentity theft is just one of the security concerns
that face internet users today. Hacking, spam phishing
and nmalware are sone others. These can overl ap, of
course -for exanple, sone phishing attacks are done
wth intent to steal your identity.

Today's Internet -What are the Ri sks?

There are many risks involved with being online today,
but you have to keep things in perspective. You want to
be safe and vigilant, but not paranoid. The fact is,
nost of the tinme, you can safely surf the internet.

Furt hernore, nobst spanm ng and cyberattacks are nore
annoyi ng than dangerous. However, you also have to be
aware that there are sone serious scamers and
crimnals who target online users.

This doesn't nean you should be constantly worri ed
about this. It does nean, however, that you shoul d be
alert and take the proper precautions!

Let's take a brief look at the different types of
dangers and attacks that can occur online.

Spanmm ng

This is the nbost common and -usual |l y- | east dangerous



type of online nuisance. Mdst spammers are out to sell
you cheap and often fake nerchandi se or services. W've
all gotten emails on topics such as dating sites, cheap
phar maceuticals, get rich quick, and countl ess other

t opi cs.

Spamis essentially any unsolicited email from soneone
you don't know. As a rule, you should never respond to
spamin any way, except to report it. If it cones in
your regqgular inbox rather than spam folder, all you
have to do is mark it as spam

That way, the sender's address will be blacklisted. O
course, inreality, spammers change email|l addresses
constantly, so you will probably get nore spamfrom
themin the future anyway. But it's still a good idea

to report it, as it nakes things at least a little nore
difficult for them

The nost inportant thing to know about spamis to never
open an attachnent that cones with it. This is where
spam can | ead to bigger problens than an everyday

nui sance. Attachnents nmay contain viruses, nalware or
sone type of scamyou really don't want to get m xed up
Wi t h.

Sone of the nbst notorious types of spamemils include
t hose send by financial scamers. these include:

€ N gerian emai|l scans (though they often conme from
many ot her places as well)

€ Various "notifications" of large deposits into your
bank account

€ Oficial |ooking notices fromyour bank, Paypal,
eBay or sonme other site that involves financial
t ransacti ons



€ Notification that you' ve won the lottery -usually
the UK or sone European lottery that you've never
even pl ayed

Sonme spammers are clever and they send emails that | ook
legitimate. |If you get an authentic |ooking email from
anywhere and you want to be sure that it's real,
there's a sinple way to verify it-

Sinply close the enail and log onto the site itself. |If
your bank, Paypal, eBay, etc. has an inportant
notification for you, you can be sure it wll appear
when you | og on. In nost cases, though, such emails are
spamif you weren't expecting anything.

More clues include the presence of an attachnent or a
demand for you to provide your password or other
personal details.

Manage Your Enail

Many people do things that encourage the pileup of
unwanted emails. Alot of this isn't spam at |east not
technically.

I f you voluntarily sign up for an email list or agree
to receive email froma person or conpany, they have a
right to send it to you. If you want to stop receiving
it, there should be a box or formwhere you can opt
out.

Bef ore you sign up for anything, renenber that sone
conpanies will email you frequently if you give them
perm ssion -sonetines nultiple tinmes per day! So if you
want to cut back on such enmails, be careful what you
send for or agree to.

Conput er Viruses



Just |like the type of virus that nmakes people sick, a
conputer virus is designed to nake your conputer
"sick." These are usually created by malicious hackers
who nostly do it for their own entertainnent.

Qccasionally, there is a political or econom c notive
behi nd them but that's nore when | arge conpani es are
attacked. Hackers who target random websites are just
getting a thrill out of seeing how nuch damage they can
do.

There are a few things you can do to mnimze the risk
of getting conputer viruses.

« Keep all of your prograns and applications up to
dat e

e Use virus protection software

e Be careful and don't downl oad attachnents from
anyone you don't know or trust

Spywar e and Mal war e

I n everyday use, spyware and mal ware nean roughly the
sanme thing, although there are nore technical
definitions for each. In essence, these are software
prograns that are placed on your conputer w thout your
know edge.

These prograns do things that are nmalicious, for the
benefit -or, in sone cases, nerely the anusenent- of
t he sender.

Mal ware is often sent with a commercial intent. The
program may capture your email address so the sender
can spamyou |ater on. O the programmy redirect you
to sites that you woul d never have gone to on your own.



They can al so cause annoyi ng pop-ups to appear.

You may wonder how nalware of this sort can be
effective. After all, when you receive spam you
probably just delete it and/or report it. You probably
shut down pop-ups or quickly | eave sites you' re not

I nterested in.

However, the nentality of the spamer and nal ware
creator is one of nunbers. They know that if they bl ast
out mllions of these prograns, a snall mnority of
victinse wll take the bait. That's all they need to
make it worthwhile for them So nake sure you're not
one of these victins!

Some malware is even nore malicious than just trying to
get you to buy sone bogus diet pills. Sone malware is
used in order to capture your personal information for
t he purposes of stealing your finanical data or your
whol e identity.

This is one of the tactics used by identity thieves. So
you shoul d do everything you can to avoid nalware, as

I ts consequences can range from annoying to

cat ast rophi c.

| dentity Theft

The words "identity theft" probably strike nore fear
into the hearts of online users than any others. This
is the ultimate nightmare -having your entire identity
stol en, which can nean your bank accounts or credit
cards rai ded.

In extrene instances, it can even cause |egal problens,
I f sonmeone commts crines using your nane, soci al
security nunber or other data.



ldentity theft can have extrenely serious consequences
to your finances. An identity thief can enpty out your
bank account or max out your credit cards in a day.

They can also do lots of danage to your credit rating.

| dentity theft can be acconplished in a nunber of ways.
The internet is one of the main tools of identity

t hi eves, but not their only one. They al so steal cell
phones and steal obtain people's personal data by
spyi ng on them at ATM nachi nes.

Precautions to Take Onli ne

Fortunately, you don't have to be an expert on conputer
progranmm ng or security nmeasures to stay a |lot safer
online. Many of the nbst commobn security issues people
face online can be dealt with by using commobn sense and
t aki ng sone basic precautions. Many of these are free,
whil e sonme may involve spending a few doll ars.

Be Al ert!

This is the nost inportant piece of advice. Many peopl e
who fall for online scans, or who have their data
stolen are guilty of maki ng m nor m stakes that they
really should have known not to nake. Sonetines this is
due to ignorance. More often, however, it's a nmatter of
car el essness.

Passwor ds

Passwords are one of your main weapons agai nst
cyberattacks of all kinds. They aren't infallible, but
then nothing is. The fact is, though, that using strong
passwords and changing themfrequently will go a | ong
way to protecting you online.



As cunbersone as it nmay be, use separate passwords for
all of your major accounts. This is especially true for
any sites that involve financial transactions. Yet, it
should really be applied across the board. In other

wor ds, your Googl e, Yahoo, Paypal, eBay and Facebook
passwords (or whatever sites you typically |og onto)
should all be conpletely different.

A surprising nunber of people, for the sake of

conveni ence, use one -often easy to guess- password for
all of their accounts. This is a dreamcone true for
scammers and identity thieves. This neans that all they
need i s one of your passwords and they have themall!
Don't nmake it so easy for them

Addi tionally, make your passwords difficult. You' ve
probably heard this before, but many peopl e use
ridicul ously easy passwords to guess -such as their
nanmes, birthdays or other significant dates.

Renmenber that so nuch information online today is
avai |l abl e to anyone who knows how to use a keyboard and
nouse. Finding out your date of birth is not very
difficult, soif this is your secret password, don't be
surprised if your identity is stolen one of these days!

It's also a good policy to change your passwords

regul arly. The reason for this is that hackers

soneti nes succeed at breaking into najor websites and
steal i ng passwords. You' ve probably heard about this at
one tinme or another.

There's al so always a possibility that your own
conputer, one of your websites or accounts has been
hacked. So it's just conmon sense to change your
passwords every couple of nonths, at |east.



Keeping track of all these difficult, unique and
changi ng passwords can be a hassle, to be sure. Yet
it's alot |less of a hassle than having your identity
stolen or having a nasty virus attack your conputer!

Cyber St al ker s

Cyberstal king is termused to describe stal king soneone
on the internet. Wiereas in the past, a stal ker woul d
have to foll ow soneone in person or perhaps call them
on the phone, now they don't even have to | eave their
danp basenents or the cafes where they sit with their

| apt ops -they can harass you renotely.

Unli ke other forns of conputer crinmes and cyber

attacks, cyberstal king is usually personal. For
exanple, a rejected spouse or boyfriend or girlfriend
m ght stalk his or her ex after a breakup. O soneone
may have their eye on a co-worker or fellow student and
begi n harassi ng hi mor her online.

O course, cyberstal kers sonetines go after people

t hey' ve only found online. Perhaps they found a picture
or profile that appealed to them and not being very
socially adept, sane or ethical, they decide it would
be fun or satisfying to go after this person and foll ow
them around online. O they mght begin to do this if
you've rejected their attenpts at becom ng your friend.

The nost serious and unfortunate type of cyberstalking
I s targeted against children. That's why parents nust
be very vigilant about safeguarding their kids who use
t he internet.

W will discuss sonme specific ways to mnimze your
vul nerability to cyberstalkers in the section on Safe
Surfing and Soci al Networ ki ng.



Safe Surfing and Social Networking

Many probl ens occur when people surf the internet in a
carel ess manner. There are al so commobn issues invol ved
wi th popul ar social networks that you should be aware
of .

Shoppi ng online has becone a common practice, and it's
usual |y safe. However, you should be aware of who
you're dealing with before parting with your credit
card or Paypal information.

It's best to only shop on trusted and reputable sites.
These sites have a high |l evel of security in place. You
w Il see a padl ock synbol on such sites to verify that
t hey are secure.

Shoppi ng on snaller or unknown sites is always a little
ri sky. The person or conpany you' re shopping wth nay
be honest, but if their site isn't secure, it can
easily be broken into.

The growt h of social nedia sites, especially Facebook,
has created a revolution in the way peopl e interact
online. It's also created lots of opportunities for
hackers, cyberstal kers and identity thieves to gather
personal information about people.

Wat ch What You Post on Social Sites!

The above is one of the nost inportant statenents in
this whole report. Many people nmake it easy for
unsavory characters to get sensitive infornmation by
sinply posting it for all to see on Facebook or ot her
soci al sites.

Be careful before you post



Phot ogr aphs

Your phone nunber (cell or |andline)

Your current or future |ocation

| nformati on about relatives or children

Facebook in particul ar encourages people to be very
open about what they're doing and where they're going.

If you're active on social networks, consider how your
privacy settings are set up. You may want to have it so
only friends can see your details. And be careful about
what details you reveal to anyone.

| dentity thieves, hackers and cyberstal kers are often
cl ever individuals who are good at piecing information
t oget her. They can Googl e you, check out your Facebook,
Twitter, Linkedln, etc. profiles and so forth. If you
put out too nuch information, they can easily use this
to build their own profile on you.

Additional Tips to Protect Yourself Online

As we've seen, a great deal can be acconplished by
staying alert and using conmon sense. Be careful what
ki nd of information you post, downl oadi ng attachnents
and shopping online. Keep your software updated, and
use quality anti-virus prograns.

Aside fromthese recomendati ons, however, there are
sone additional steps you can take.

€ Keep Track of Your Credit Report -this keeps you up
to date about what's going on with your credit, and
i f there's been any unusual activity. |If sonething
does happen, you want to know as soon as possi bl e.



€ Be careful about revealing your social security
nunber -this is the primary way you are identified
by the governnent, financial institutions AND
| dentity thieves!

& Use a paper shredder to shred any ol d docunents or
paperwork with sensitive information.

& Use discretion offline as well as online -nmake sure
you' re not bei ng wat ched when you use your ATM card
or listened to when giving any inportant
i nformation over the phone.

Concl usion -Staying Safe Online

When it cones to protecting yourself online, you have
to understand that a certain anount of risk is

unavoi dable. This is true for everything in life,
online or offline. However, you can greatly reduce the
chances of many problens occurring by keeping the above
tips in mnd.

Hackers, identity thieves and cyberstal kers rely a
great deal on people being careless or uninforned. Most
of themaren't willing to go to too nmuch trouble to go
after you -if they were anbitious they would get real

] obs!

They prefer to prey on those who are foolish enough to
open strange attachnents, use easy to guess passwords
or reveal everything about thensel ves on Facebook. So
make sure you don't make yourself such an easy victim

The internet provides us wth i nnunerabl e opportunities



to educate ourselves, to socialize and to have fun.
Just make sure you enjoy these things safely!

To find out nore, and |l earn how to
protect yourself,

visit our partners by clicking here



http://clickmetry.com/identity.php

